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(57) Abstract: There are provided an 
unauthorized device detection device, 
a content reproduction device, an 
unauthorized device detection system, 
an information collection device, an 
unauthorized device detection method, 
a program, a recording medium, a 
device information update method, 
and an integrated circuit capable of 
detecting a clone device associated 
with a content reproduction device. In 
a management server (2), a reception 
processing unit (241) acquires a user 
terminal identifier and a first user 
terminal random number from a user 
terminal as an unauthorized device 
detection object and judges whether 
a second management server random 
number corresponding to the user 
terminal held in a recording unit (23) 
coincides with the first user terminal 
random number. If they do not 
coincide, a display unit (22) displays 
a message indicating that a clone 
terminal exists. If they coincide, a 
terminal information generation unit 
(243) generates a new random number and overwrites the generated random number on the second management server random 
number in the recording unit (23). Moreover, a transmission processing unit (246) transmits the generated random number via a 
transmission/reception unit (21) to the user terminaJ so that the user terminal updates the first user terminal random number to the 
generated random number. 
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